3GPP TSG-SA3 Meeting #105-e 
S3-214411
e-meeting, 8 - 19 November 2021



3GPP TSG-SA Meeting #94-e
Tdoc <DocNumber>

e-meeting, 14-20 December 2021



Title:
Presentation of Report to TSG:
TR33.866  Version 0.8.0

Source:
SA3

Document for:
Approval
Abstract of document:

The present document will study the security aspects of enablers for network automation for the 5G system. More specifically, this study will identify security issues, requirements and corresponding potential security solutions related to the following objectives:

- UE data collection protection to fulfil the NWDAF functionalities including privacy consideration, data authenticity, data integrity, and accessibility aspects requirements.

- Detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, specifically to identify parameters provided by UE and NFs, which can help to detect attacks and abnormal behaviours;
- Protection of data transferring (e.g. privacy consideration) in the inter-NWDAF/NWDAF instances.
Changes since last presentation to <TSG> Meeting #<N>:

Not yet presented

Outstanding Issues:

None
Contentious Issues:

None
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